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This article explores the differences in privacy protection be-
tween the European Union and the United States, and exam-
ines the emerging conflict over data protection. Professor Cate
analyzes the European data protection Directive, with particu-
lar emphasis on the Directive’s extraterritorial provisions. He
then examines privacy protection under United States law and
the extent to which that protection satisfies the requirements of
the Directive. Finally, Professor Cate focuses on privacy issues
involved in telecommaunications, an area significantly regulated
by United States and European laws, and therefore one area in
which some commonality among privacy protection might be
anticipated. Even in this highly regulated area, Professor Cate
concludes, United States privacy protection for telecommunica-
tions-related information fails to meet the standard required by
the Directive. However, he argues, the most effective protections
for privacy are not legal regulations, but rather individual re-
sponsibility, limited governmental oversight, and competition
among telecommunication service providers.
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The debate over privacy is reaching a fevered pitch as policy-
makers, public interest advocates, and industry leaders clash over
the importance of personal privacy and the role of the government
in protecting it. This debate is prompted not only by extraordinary
technological innovations, which dramatically expand both the
practical ability to collect and use personal data and the economic
incentive to do so, but also by the ongoing implementation of the
European Directive on the Protection of Individuals with Regard to
the Processing of Personal Data and on the Free Movement of Such
Data,' which requires European countries to block the export of per-
sonal data to countries lacking “adequate” data protection.”

These two related developments have put privacy on the front
page of national newspapers and made it the hot topic for industry
and academic conferences, scholarly and popular books, position
papers, public surveys, Internet web pages and discussion groups,
government hearings and reports, and proposed legislation. Not
surprisingly, computers and the networks that connect them have
become a dominant force in virtually all aspects of society in the "
United States and throughout the industrialized world. Today, in-
formation services and products constitute the world’s largest eco-
nomic sector.® During the 1980s, United States businesses alone in-
vested $1 trillion in information technology,’ and since 1990 they
have spent more money on computers and communications equip-
ment than on all other capital equipment combined.® In 1995,
United States consumers sent more mail by computers than by the
United States Postal Service.’

As a result, more data than ever before are made available in
digital format, which are easier and less expensive than nondigital
data to access and manipulate, especially from geographically dis-
tant locations. More data are generated because of the ease and
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very low cost of doing so, and because of the high value of data in an
increasingly information-based society. In fact, data today often
substitute for what would previously have required a physical
transaction or commodity, such as currency.

The ramifications of such a readily accessible storehouse of
electronic information are astonishing: others know more about
you—even things you may not know about yourself—than ever be-
fore. Data routinely collected about citizens include their health,
credit, marital, educational, and employment histories; the times
and telephone numbers of every call they make and receive; the
magazines they subscribe to and the books they borrow from the li-
brary; their cash withdrawals; their purchases by credit card or
check; their electronic mail and telephone messages; and where
they go on the World Wide Web.

According to a 1994 estimate, United States computers alone
hold more than five billion records, trading information on every
man, woman, and child an average of five times every day.® Just
one industry-credit reporting-accounts for 400 million credit files,
which are updated with more than two billior entries every month
and facilitate 1.5 million credit decisions every day.’

European developments are no less dramatic, although, sur-
prisingly, they are far less well known by United States policymak-
ers, industry leaders, and consumers. European protection for pri-
vacy is extensive and highly centralized geographically and
politically. The European Union’s data protection Directive imposes
significant restrictions on most data collection, processing, dissemi-
nation, and storage activities, not only within Europe, but through-
out the world if the data originates in a Member State.” The Direc-
tive reflects an extraordinary extension of privacy laws: Because of
the difficulty of separating data collected within Europe from data
collected elsewhere, the Directive effectively requires multinational
businesses to conform all of their data processing activities to Euro-
pean law. Even businesses that do not operate in Europe may run
afoul of the Directive if they collect, process, or disseminate per-
sonal data via multinational networks.” It is difficult to imagine a
regulatory regime offering any greater protection to information
privacy.

By contrast, privacy protection in the United States is complex
and decentralized. It is a cacophony of constitutional rights, narrow
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11, % art. 4(1).
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sectoral statutes, state legislation, federal regulations, and common
law torts. The laws and regulations governing the use of personal
information are many and varied, but each is limited to a specific
industry or agency and often to specific issues. This results in un-
even and inconsistent privacy protection—in stark contrast to that
provided by European laws.

As a result, a growing number of citizens and lawmakers in the
United States are concerned about the abilities of “individuals,
groups, or institutions to determine for themselves when, how, and
to what extent information about them is communicated to others.”
In The 1996 Equifax-Harris Consumer Privacy Survey, sixty-five
percent of United States individuals polled agreed that “protecting
the privacy of consumer information” is very important to them.™
And forty-four percent reported that they believe “consumer privacy
protection” will get worse by the year 2000."

This Article examines the pending conflict between the United
States and the European Union (EU) over data protection, with par-
ticular attention to telecommunications-related privacy issues.
These issues warrant special attention for at least four reasons.
First, given the importance of telecommunications services in mod-
ern society and the near ubiquity of the public telecommunications
network, the protection of private data in this medium is of wide-
spread importance and concern. Second, because public telecom-
munications carriers provide most Internet users with their access
to the net, the regulation of those carriers’ collection and use of sub-
scribers personal data directly affects the viability and stability of

13. Aran F. WESTIN, PRIVACY AND FREEDOM 7 (1967). The key elements of
Professor Westin’s definition of privacy are its focus on control of information—
for whatever reason—and its ascription of the right of privacy to individuals
and institutions alike. It should be observed that Professor Westin’s definition
of information privacy is exceptionally broad and, certainly too much so, to de-
fine the boundaries of a legal claim for invasion of privacy. As Tom Gerety has
commented: “In the legal context, this [definition] simply includes too much. ...
[Wlhen taken as the delineation of a legal concept, it confounds every attempt
to cabin the right to privacy with prudent and plausible remedies. . . . Surely
privacy should come, in law as in life, to much less than this.” Tom Gerety, Re-
defining Privacy, 12 Harv. C.R.-C.L. L. REv. 233, 262-63 (1977). Privacy, there-
fore, is a social value—and for its staunchest proponents an aspiration—but not
itself a legal right. The other significant aspect of Professor Westin’s definition
is its inherent neutrality. The information that individuals, groups, or institu~
tions choose to communicate to others may be true or false, significant or triv-
ial, meaningful or misleading. Information privacy dees not depend on the con-
tent or merit of the information at issue. As a result, protecting privacy may
sometimes impose great costs, as when it prevents a prospective employer from
learning the falsity of an applicant’s resume, as well as serve critical social and
political values. See generally CATE, supra note 6, at 19-31 (discussing both the
contextual and subjective meaning of privacy).

14. Louls HARRIS & AssoCS. & ALAN F, WESTIN, THE 1996 EQUIFAX-HARRIS
CONSUMER PRIVACY SURVEY 27 (1996).

15. Id. at 34.
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the world’s largest information network and fastest growing com-
munications medium. Third, telecommunications is one of the most
regulated sectors of the United States economy. If the extensive
privacy protection available to telecommunications users is not
“adequate” under the EU privacy Directive, then few other United
States industries can expect to comply with the Directive’s terms.
And finally, personally identifiable data concerning the content and
characteristics of European nationals’ use of telecommunications
technologies are already routinely transferred outside of the Euro-
pean Union; such transfers are certain to increase. Telecommunica-
tions-related data are therefore likely to be an early testing ground
for the Directive’s data export restrictions.

I. EUROPEAN PRIVACY PROTECTION

A. National and Early Multinational Data Protection Laws

Although legal protection for a “right of privacy” originated in
the United States,’® Europe was the site of the first privacy legisla-
tion and has been the source of most comprehensive privacy regula-
tion. In 1970, the German state of Hesse enacted the first data pro-
tection statute; Sweden followed in 1973 with the first national
statute. Today, Austria, Belgium, Denmark, France, Germany,
Ireland, Luxembourg, the Netherlands, Spain, Sweden, and the
United Kingdom have broad privacy or data protection statutes.”
Often these omnibus laws are supplemented by other laws and
regulations that apply to specific types of processing activities for
specific subject matter. European data protection laws are notable
generally for four features: (1) they typically apply to both public
and private sectors; (2) they apply to a wide range of activities in-
cluding data collection, storage, use, and dissemination; (3) they
impose affirmative obligations (often including registration with na-
tional authorities) on anyone wishing to engage in any of these ac-
tivities; and (4) they have few, if any, sectoral limitations—they ap-
ply without regard to the subject of the data.

Beyond these four broad similarities, national data protection
laws in Europe diverge significantly, largely based on the responsi-
bilities and power given to the central data protection authority by
the national data protection law. The diversity of those national
data protection systems and the perceived inadequacy of many
European regimes have prompted greater attention to multina-
tional approaches to protecting privacy.

The earliest of these multinational initiatives appeared in 1980,
when the Committee of Ministers of the Organization for Economic

16. See DAvID H. FLAHERTY, PROTECTING PRIVACY IN SURVEILLANCE SO-
CIETIES 306 (1989).
17. Data Protection Round-Up, PRIv. L. & BUS., Jan. 1996, at 1, 1-8.
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Cooperation and Development (OECD) issued Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data
(Guidelines).” The Guidelines outline basic principles for both data
protection and the free flow of information among countries that
have laws conforming with the protection principles.”” The Guide-
lines, however, have no binding force and permit broad variation in
national implementation.”

One year after the OECD issued its Guidelines, the Council of
Europe promulgated a Convention for the Protection of Individuals
with Regard to Automatic Processing of Personal Data
(Convention).” The Convention, which took effect in 1985, is simi-
lar to the Guidelines, although it focuses more on the importance of
data protection to protect personal privacy.”® The Convention speci-
fies that data must be obtained and processed fairly and lawfully;
used and stored only for legal purposes; adequate, relevant, and not
excessive in relation to the purposes for which they are stored; accu-
rate and up-to-date; and stored no longer than necessary.® The
document gives individuals the right to inquire as to the existence
of data files concerning them; obtain a copy of that data; and have
false or improperly processed data corrected or erased.”

The Convention requires each of the now twenty-six member
countries to enact conforming national laws. To date, however, only
ten countries—Austria, Denmark, France, Germany, Ireland, Lux-
embourg, Norway, Spain, Sweden, and the United Kingdom—have
ratified the convention, while eight—Belgium, Cyprus, Greece, Ice-
land, Italy, Netherlands, Portugal, and Turkey—have signed with-
out ratification.”® Finland, Liechtenstein, Malta, San Marino, and
Switzerland have neither signed nor ratified the Convention.”® The
resulting protection for personal privacy is far from uniform, for at
least three reasons. First, some of the national data protection leg-
islation existed prior to adoption of the Convention. Second, the
Convention was not self-executing and therefore permitted each
country to implement its national laws conforming to the Conven-
tion’s terms in very different ways. Finally, the Convention did not

18. Organization for Economic Co-operation and Development, Recommen-
dation of the Council Concerning Guidelines Governing the Protection of Pri-
vacy and Transborder Flows of Personal Data, Sept. 23, 1980, C(80)58, final
(Oct. 1, 1980), reprinted in 20 1.L.M. 422 (1980).

19. Id.

20. Id.

21. Eur. T.S. No. 108, 20 I.L.M. 317 (1981).

22. Id.

23. Id. art. 5.

24, Id. art. 8.

25. See generally Joel R. Reidenberg, The Privacy Obstacle Course Hurdling
Barriers to Transnational Financial Services, 60 FORDHAM L. REV. S137, S143-
48 (1992) (discussing international attempts to establish uniform privacy
guidelines).

26. Seeid.
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include definitions for important terms, such as what constitutes an
“adequate” level of data protection; as a result, member countries
were left free to adopt their own, inconsistent definitions in their
national legislation.

B. EU Data Protection Directive

As a result of the variation and uneven application among na-
tional laws permitted by both the Guidelines and the Convention, in
July 1990, the Commission of the then-European Community pub-
lished a draft Council Directive on the Protection of Individuals with
Regard to the Processing of Personal Data and on the Free Move-
ment of Such Data.” After almost five years of discussion, on Feb-
ruary 20, 1995, the Council of Ministers adopted a Common Position
with a View to Adopting Directive 94/ |EC of the European Parlia-
ment and of the Council of Ministers on the Protection of Individuals
with Regard to the Processing of Personal Data and on the Free
Movement of Such Data.”® The Directive was formally approved on
October 24, 1995, and will take effect three years after that date.”

1. Scope and Definitions

The Directive is extraordinarily comprehensive. It requires
each of the fifteen EU Member States to enact laws governing the
“processing of personal data.™ The Directive defines “processing”
broadly as “any operation or set of operations,” whether or not
automated, including but not limited to “collection, recording, or-
ganization, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, blocking, erasure or destruc-
tion.” “Personal data” are defined equally broadly as “any infor-
mation relating to an identified or identifiable natural person.””
This would include not only textual information, but also photo-
graphs, audiovisual images, and sound recordings of an identified or
identifiable person. Moreover, the Directive is not limited to living
natural persons. Furthermore, as a practical matter, the Directive
does not apply in only two contexts: activities outside of the scope of
Community law, such as national security and criminal law, and

27. Commission Proposal for a Council Directive Concerning the Protection
of I;adividuals in Relations to the Processing of Personal Data, 1992 O.J. (C
311) 30.

28. 1995 O.J. (C 93) 1.

29. Directive on the Protection of Individuals, supra note 1, art. 32(1).

30. Id. art. 1(1).

31. Id. art. 2(b).

32, Id. art. 2(a). “[Aln identifiable person is one who can be identified, di-
rectly or indirectly, in particular by reference to an identification number or to
one or more factors specific to his physical, physiological, mental, economic, cul-
tural or social identity.” Id.






