Principles of Internet Privacy

FRED H. CATE’

I. INTRODUCTION

Paul Schwartz’s Internet Privacy and the State makes an important and
original contribution to the privacy debate that is currently raging by be-
ginning the process of framing a new and more useful understandmg of
what “privacy” is and why and how it should be protected.! The definition
developed by Brandeis, Warren,” and Prosser,’ and effectively codified by
Alan Westin in 1967—"the claim of individuals, groups, or institutions to
determine for themselves when, how, and to what extent information about
them is communicated to others™—worked well in a world in which most
privacy concerns involved physical intrusions (usually by the government)
or public disclosures (usually by the media), which, by their very nature,
were comparatively rare and usually discovered.

But that definition’s exclusive focus on individual control has grown
incomplete in a world in which most privacy concemns involve data that we
inevitably generate in torrents as we go through our lives in an increasingly
computerized, networked environment, and which can be collected and
used by virtually anyone, usually without us knowing anything about it.
Moreover, in this information economy, data have real value, especially
when combined with other data, and the resources required to collect and
use data are comparatively inexpensive and widely available. In this
world, few of us have the awareness and expertise to consider trying to
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control all of the data we generate. Few of us have the time or frankly,
even the incentive to attempt to do so, and the sheer volume of data, variety
of sites where they are collected and used, and economic incentive for do-
ing so would make the attempt laughably futile.

So Professor Schwartz’s contribution is both valuable and timely as it
helps us appreciate the limits of our current understanding of privacy, and
the need for developing a more expansive definition. To be sure, I do not
agree with all of Professor Schwartz’s analysis, but I agree wholeheartedly,
even if for sometimes different reasons, with his conclusion that it is time
to look for a better definition of privacy.

This is not to suggest that individual control should not be part of our
understanding of privacy, but rather that it can no longer reasonably be
considered the only part. That “privacy” means more than just individual
control of information and the government’s involvement in protecting
privacy, as Professor Schwartz argues, both says something important
about, and significantly influences individual participation in, our democ-
racy and society. Professor Schwartz describes this broader vision of pri-
vacy as “constitutive privacy,” which, he argues, reflects the understanding
that “access to personal information and limits on it help form the society
in which we live and shape our individual identities.”® As a result, Profes-
sor Schwartz writes: “The proper social response to information privacy
issues cannot be to maximize secrecy about individuals and their
pursuits.” Rather, our new understanding of privacy should reflect the fact
that the State “has a positive role to play in shaping the privacy market and
privacy norms™ and that those norms will not be bright-line rules but in-
stead “shifting, multidimensional data preserves that insulate personal data
from different kinds of observation by different parties.”® Again, I agree
entirely, as will, I suspect, most readers.

But what does this mean, practically, in this new millennium in the
context of the Internet? What principles should undergird the govern-
ment’s involvement in attempting to craft privacy norms? These questions
remain mostly unanswered in Professor Schwartz’s article, in large part
because they are beyond the scope of his sophisticated, theoretical analysis.
He writes that his definition of “constituitive privacy” argues for the State
to “concentrate its activities in two areas: (1) assisting in the creation and
maintenance of the conditions for a functioning privacy market, and (2)
supporting development of privacy norms that protect against too great a
rate of preference falsification.”® But I am unclear what this would mean
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in reality, or why it supports his conclusion in passing that Congress’ re-
cent rejection of its 1994 requirement that states provide drivers with an
opportunity to “opt-out” of the use of state Department of Motor Vehicles
drivers’ license and motor vehicle records (DMV records) for marketing
and surveys, in favor of a new requirement that states prohibit such uses
unless drivers “opt-in” to them is “effective action to establish and protect
positive feedback for a privacy norm.”'®

I would like to take advantage of the important process that Professor
Schwartz has begun of redefining our understanding of what privacy
means, especially in the context of the Internet, by considering briefly
those principles that undergird the government’s efforts to protect privacy
and craft privacy norms. Part IT of this Article suggests five principles that
should guide government legislative and regulatory activities concerning
privacy. While this list is necessarily brief and, therefore, likely incom-
plete, it provides at least a glimpse of what State regulation might be ap-
propriate in the face of the broader, more subtle understanding of privacy
that Professor Schwartz has proposed. Finally, in Part III, I apply those
principles to Professor Schwartz’s specific example of a practical applica-
tion of “constitutive privacy,” cited above, to suggest that far from demon-
strating “effective action to establish and protect positive feedback for a
privacy norm,”" Congress’s recent action to close DMV records under-
mines the creation of thoughtful, rational privacy norms.

II. PRINCIPLES FOR GOVERNMENT POLICYMAKING

Judicial precedent, historical experience, and common sense suggest
five principles that have undergirded, and should continue to guide, gov-
ernment policymaking with regard to information.

A. The Importance of Balance

The first principle is the concept of balance. This may seem so obvi-
ous as to not be worth stating, but the United States has historically bal-
anced competing interests, particularly with regard to information, to de-
termine for what purposes and by what means the government may inter-
fere with private information flows, or engage in the collection and dis-
semination of information itself. Identifying the constitutional standard by
which those balances are achieved has been one of the major tasks of the
Supreme Court in the latter half of the twentieth century. The Court has
promulgated a plethora of standards to be applied variously, for example,
to government regulations that discriminate against a small group of speak-

10. Id.at858.
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ers, > restrict expression on the basis of viewpoint or prior to its belng pub-
lished,” regulate conduct intrinsically mtertwmed with expression,' affect
only the time, place or manner of expression,” gulate expression on
pubhc property,'® restrain commercial expression,”’ or compel expres-
sion.

All of these and the Court’s other information-related standards have
one thing in common: They accord considerable protection to expression

12. Such cases typically require “strict scrutiny,” under which “the State must show that its regula-
tion is necessary to serve a compelling state interest and is narrowly drawn to achieve that end.” Ar-
kansas Writers’ Project, Inc. v. Ragland, 481 U.S. 221, 231 (1987). As articulated in Minneapolis Star
& Tribune Co. v. Minnesota Comm’n, 460 U.S. 575 (1983), the test required that the Statc assert an
interest “of compelling importance that it cannot achieve without” the regulation. Jd. at 585. Nonc-
theless, and despite thetoric to the contrary, the Court does not require that the means be the least
restrictive available. Strict scrutiny applies to most “discriminatory restriction[s] or prohibition[s) of
speech ....” Arkansas Writers’ Project, 481 U.S. at 236 (Scalia, J., dissenting).
13. See, e.g., New York Times Co. v. United States, 403 U.S. 713 (1971); Near v. Minnesota, 283
U.S. 697 (1931).
14. See United States v. O’Brien, 391 U.S. 367 (1968). Chief Justice Warren wrote for the Court
that “when ‘speech’ and ‘nonspeech’ elements are combined in the same course of conduct,” govern-
ment regulation of that conduct is:
sufficiently justified if it is within the constitutional power of the Government; if it furthers
an important or substantial governmental interest; if the governmental interest is unrelated to
the suppression of free expression; and if the incidental restriction on alleged First Amend-
ment freedoms is no greater than is essential to the furtherance of that interest.

Id at376-17.

15. Regulations of the time, place, and manner of expression are constitutional if they “are content-
neutral, are narrowly tailored to serve a significant government interest, and leave open ample alterna-
tive channels of communication,” Perry Educ. Ass’n v. Perry Local Educators’ Ass’n, 460 U.S. 37, 45
(1983).

16. The Supreme Court has identified three types of public fora: “the traditional public forum, the
public forum created by govemment designation, and the nonpublic forum.” Comelius v. NAACP
Legal Defense & Educ. Fund, Inc., 473 U.S. 788, 802 (1985). Traditional public fora are defincd by
the objective characteristics of the property, such as whether, “by long tradition or by government fiat,”
the propersty has been “devoted to assembly and debate.” Id. (quoting Perry, 460 U.S. at 45). The
govemment can exclude a speaker from a traditional public forum “only when the exclusion is ncces-
sary to serve a compelling state interest and the exclusion is narrowly drawn to achieve that interest.”
Id. at 800. Designated public fora are created by purposeful governmental action. See id. at 802. Ifthe
government excludes a speaker who falls within the class to which a designated public forum is made
generally available, its action is subject to strict scrutiny. See id. at §00. Other government propertics
are nonpublic fora or effectively not fora at all. See id. at 803. The government can restrict access to a
nonpublic forum, “as long as the restrictions are reasonable and [are] not an effort to suppress expres-
sion merely because public officials oppose the speaker’s view.” Id. at 800 (quoting Perry, 460 U.S. at
46).

17. “Commercial speech,” which the Court has found is accorded less constitutional protection, is
evaluated under a four-part test: the expression at issue “must concern lawful activity and not be mis-
leading”; the asserted governmental interest must be “substantial;” the regulation must be one that
“directly advances the govemmental interest asserted;” Central Hudson Gas & Elec. Corp. v, Public
Serv. Comm’n, 447 U.S. 557, 566 (1980); and must be narrowly tailored to achieve the desired ends.
See Board of Trustees v. Fox, 492 U.S. 469, 477-81 (1989).

18. In West Virginia State Board of Education v. Barnette, 319 U.S. 624, 639 (1943), Miami Her-
ald Publishing Co. v. Tornillo, 418 U.S. 241, 258 (1974), and Wooley v. Maynard, 430 U.S. 705, 716
(1977), the Court required that the govemment action be reviewed under “strict scrutiny.”
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and the communication of information, requiring in virtually every case
that the government have a “compelling” or “substantial” interest and that
its regulation be “narrowly tailored” to achieve that interest. I will return
to this point below.

In addition, all of these tests require that courts engage in their own
independent balancing. Across-the-board legislative or regulatory assess-
ments are insufficient where constitutional interests are at stake. Consider
just one example. The state of Massachusetts adopted a statute which re-
quired trial court judges to close all criminal trials when minor victims of
sexual offenses testified."” In 1982, the Supreme Court struck down the
statute, in part, as unconstitutional.’ It is difficult to imagine a stronger
privacy interest than that of minor victims of sexual offenses who must
testify at trial. But even in that instance, the Supreme Court said that the
State may not enact an across-the-board rule closing trials. It stated that
“in individual cases, and under appropriate circumstances, the First
Amendment does not necessarily stand as a bar to the exclusion from the
courtroom of the press and general public during the testimony of minor
sex-offense victims. But a mandatory rule, requiring no particularized
determinations in individual cases, is unconstitutional, ™ Laws that put in
place broad restrictions on the flow of information, rather than require sen-
sitive balances to prevent specified harms, are constitutionally problematic.

So, this first principle suggests not only the importance of balance, but
also that when that balance involves expression, the government bears an
historically great burden, and courts reviewing its actions must engage in a
careful, specific weighing of the interests at stake. The remaining princi-
ples reflect those interests that the Supreme Court has identified as most
relevant.

B. Open Information Flows

Perhaps the most important consideration when balancing restrictions
on information is the historical importance of the free flow of information.
The free flow concept is one that is not only enshrined in the First
Amendment, but frankly in any form of democratic or market economy. In
the United States, we have placed extraordinary importance on the open
flow of information. As the Federal Reserve Board noted in its report to
Congress on data protection in financial institutions, “it is the freedom to
speak, supported by the availability of information and the free-flow of
data, that is the cornerstone of a democratic society and market econ-

19. See MAsS. GEN. LAws ch. 278, § 16A (1998).
20. See Globe Newspaper Co. v. Superior Court, 457 U.S. 596 (1982).
21. Id.at 611 n.27 (emphasis added).
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The significance of open data flows is reflected in the constitutional
provisions not only for freedom of expression, but for copyrights—to pro-
mote the creation and dissemination of expression, and for a post office—
to deliver the mail and the news.” Federal regulations demonstrate a
swee?mg preference for openness, reﬂected in the Freedom of Information
Act? Government in the Sunshine Act,® and dozens of other laws appli-
cable to the government. There are even more laws requiring disclosure by
private industry, such as the regulatory disclosures required by securities
and commodities laws, banking and insurance laws, and many others.?®
This is a very basic tenet of the society in which we live. Laws that restrict
that free flow almost always conflict with this basic principle. That does
not mean that such laws are never upheld, but merely that they face a con-
siderable constitutional hurdle.

This is done with good reason. Open information flows are not only
essential to self-governance; they have also generated significant, practical
benefits. The ready availability of personal information helps businesses
“deliver the right products and services to the right customers, at the right
time, more effectively and at lower cost,” Fred Smith, founder and Presi-
dent of the Competitive Enterprise Institute, has written.’ Federal Reserve
Board Governor Edward Gramlich testified before Congress in July 1999
that “[i]Jnformation about individuals’ needs and preferences is the corner-
stone of any system that allocates goods and services within an
economy.” The more such information is available, he continued, “the
more accurately and efficiently will the economy meet those needs and
preferences.””

22. Board of Govemors of the Federal Reserve System, Report to the Congress Concerning the
Availability of Consumer Identifying Information and Financial Fraud, 2 (1997)
<http://www.bog.frb.fed.us/boarddocs/RptCongress/privacy.pdf>.

23. SeeU.S.CONST. art. 1, § 8.

24. See 5U.S.C. § 552 (1994 & Supp. IV 1998).

25. See5U.S.C. § 552b (1994 & Supp. IV 1998).

26. See, e.g., Fair Credit Billing Act, 15 U.S.C. § 1666 (1994)); Fair Credit Reporting Act, 15
US.C. §§ 1681-1681t (1994 & Supp. IV 1998)); Electronic Funds Transfer Act, 15 US.C. §§
1693-1693r (1994 & Supp. IV 1998)); Electronic Communications Privacy Act, 18 U.S.C. §§
2510-2520, 2701-2709 (1994 & Supp. IV 1998)); Video Privacy Protection Act, 18 U.S.C. § 2710
(1994)); Family Education Rights and Privacy Act, 20 U.S.C. § 1232g (1994)); Customer Proprictary
Network Information provisions of the Telecommunications Act of 1996, 47 U.S.C. § 222 (Supp. Il
1997)); and the Cable Communications Policy Act, 47 U.S.C. § 551(a)(1) (Supp. IV 1998)).

27. Fred L. Smith, Jr., Better to Share Information, DESERET NEWS (Salt Lake City, Utah), Oct. 14,
1999, at A22, available in LEXIS, News Library, Deseret News File.

28. Financial Privacy, Hearings Before the Subcomm. on Financial Institutions and Consumer
Credit of the Comm. on Banking and Financial Services, House of Representatives, 106th Cong. (1999)
available at <http:/fwww.house.govibanking/72199grahtm> [hereinafier Financial Privacy Hearings)
(statement of Edward M. Gramlich, Member, Board of Govemors of the Federal Reserve System).

29. M.



2000} PRINCIPLES OF INTERNET PRIVACY 883

Federal Reserve Board Chairman Alan Greenspan has been perhaps the
most articulate spokesperson for the extraordinary value of accessible per-
sonal information. In 1998, he wrote to Congressman Ed Markey (D-
Mass.):

A critical component of our ever more finely hewn competitive
market system has been the plethora of information on the charac-
teristics of customers both businesses and individuals. Such in-
formation has enabled producers and marketers to fine tune pro-
duction schedules to the ever greater demands of our consuming
public for diversity and individuality of products and services.
Newly devised derivative products, for example, have enabled fi-
nancial institutions to unbundle risk in a manner that enables those
desirous of taking on that risk (and potential reward) to do so, and
those that chose otherwise, to be risk averse. It has enabled finan-
cial institutions to offer a wide variety of customized insurance and
other products.

Detailed data obtained from consumers as they seek credit or
make product choices help engender the whole set of sensitive
price signals that are so essential to the functioning of an advanced
information based economy such as ours.>

As just one example of these practical benefits, Walter Kitchenman has
calculated that mortgage rates in the United States are as much as two full
percentage points lower because of the rapid availability of standardized,
reliable consumer credit information.® With outstanding mortgage rates
approaching $4 trillion, American consumers save as much as $80 billion a
year because of the efficiency and liquidity that information makes possi-
ble. Such information further reduces the cost of financial services by fa-
cilitating the prevention and early detection of fraud, debt collection ef-
forts, and nationwide competition and consumer mobility, thereby in-
creasing both the availability of, and the range of people who qualify for,
credit.

In a recent report on public record information, Richard Varn, Chief
Information Officer of the State of Iowa, and I examined the critical roles
played by public record information in our economy and society. We con-
cluded that such information constitutes part of this nation’s “essential in-
frastructure,” the benefits of which are “so numerous and diverse that they

30. Letter from Alan Greenspan, Chairman, Federal Reserve Board, to Edward J. Markey, Repre-
sentative, U.S. House of Representatives, July 28, 1998, avallable at <http:/fvivw.house.gov /markey
1980728letter.htm>.

31. See WALTER F. KITCHENMAN, U.S. CREDIT REPORTING: PERCEIVED BENEFITS OUTWEIGH
PRIVACY CONCERNS 7 (1999), available at <http://www.towergroup.com/Searchfvkitchen.asp>.
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impact virtually every facet of American life. . . .”** The ready availability
of public record data “facilitates a vibrant economy, improves efficiency,
reduces costs, creates jobs, and provides valuable products and services
that people want.”*

Perhaps most importantly, widely accessible personal information has
helped to create a democratization of opportunity in the United States.
Anyone can go almost anywhere, make purchases from vendors they will
never see, maintain accounts with banks they will never visit, and obtain
credit far from home all because of open information flows. Americans
can take advantage of opportunities based on their records, on what they
have done rather than who they know, because access to consumer infor-
mation makes it possible for distant companies and creditors to make ra-
tional decisions about doing business with individuals. The open flow of
information gives consumers real choice. This is what the open flow of
information principle reflect, not just the constitutional importance of in-
formation flows, but their significant economic and social benefits as well.

C. The Meaning of “Private”

The third principle reflects a complex, but sophisticated understanding
of “privacy.” Individual privacy is highly protected in U.S. law from intru-
sions by the government. In fact, it would not be an overstatement to say
that the Constitution reflects the conviction that the greatest threat to indi-
vidual liberty is the government. As a result, rights articulated in the Con-
stitution generally are protected only against government actions. Only the
Thirteenth Amendment, which prohibits slavery, applies directly to private
parties.> All other constitutional rights—whether to speak freely, confront
accusers, or be tried by a jury of one’s peers—regulate the public, but not
the private, sector.

One dominant theme of constitutional rights is the protection of citi-
zens from government intrusion into their privacy. A vigorous First
Amendment, for example, permits individuals the privacy of their own
thoughts, beliefs, and associations. The Third Amendment keeps govern-
ment soldiers from being quartered in private homes. The Fourth Amend-
ment prohibits unreasonable searches and seizures. The Fifth Amendment
restricts government from interfering with private property, provides for
due process and compensation when it does so, and protects citizens from
self-incrimination. Collectively, these and other provisions of the Consti-
tution impose extraordinary limits on government authority to intrude on

32. FRED H. CATE & RICHARD J. VARN, THE PUBLIC RECORD: INFORMATION PRIVACY AND
ACCESS—A NEW FRAMEWORK FOR FINDING THE BALANCE 10 (1999), available at
<http://www.cspra.org/The%20Public%20Record.pdf>.

33, Id.at13.

34. See Clyatt v. United States, 197 U.S. 207, 216-220 (1905).






