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EXECUTIVE SUMMARY

The U.S. Constitution has been largely ignored in the recent flurry of
privacy laws and regulations designed to protect personal information
from incursion by the private sector despite the fact that many of these
enactments and efforts to enforce them significantly implicate the First
Amendment. Questions about the role of the Constitution have assumed
new importance in the aftermath of the September 11, 2001 terrorist
attacks on the World Trade Center and the Pentagon. Recent efforts to
identify and apprehend terrorists and to protect against future attacks
threaten to weaken constitutional protections against government
intrusions into personal privacy. However, these efforts vividly
demonstrate the value of information collected in the marketplace and
the need for such information in the future.

While there is some suggestion that the First Amendment may be a
source of privacy rights applicable to the collection and use of personal
information by the private sector,' it is clear that the First Amendment
restrains the power of the government to enact and enforce privacy laws
that curtail expression. The precise extent of that restraint depends on a
number of factors, not all of which have been clearly resolved by the
Supreme Court. But, as the events of September 11 starkly remind us,
the price of privacy may be very high indeed. Legislators, regulators, and
prosecutors who ignore the First Amendment when considering privacy
laws threaten not only our constitutional rights, but our safety as well.

INTRODUCTION—THE ABSENT CONSTITUTION

The past five years have witnessed a surge in legislation, regulation,
and litigation designed to protect the privacy of personal information. In
1998, Congress adopted legislation restricting the collection and use of
information from children online,” and the following year enacted both
the first comprehensive federal financial privacy legislation, as part of
the Gramm-Leach-Bliley Financial Services Modernization Act,’ and the
first federal law prohibiting access to historically open public records
without individual “opt-in” consent.’ Federal regulators not only

1. See FrRep H. CATE, PRIVACY IN THE INFORMATION AGE 52-56 (1997) and sources
cited therein.

2. Children’s Online Privacy Protection Act of 1998, 15 U.S.C. §§ 6501-6506 (1999).

3. Gramm-Leach-Bliley Financial Services Modernization Act tit.V, 12 U.S.C. § 1811
(1999).

4. Driver’s Privacy Protection Act of 194, 18 U.S.C. § 2721(b) (1994), amended by 18
U.S.C. § 2721(b)(11) (1999).
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implemented these and other privacy laws, but also adopted sweeping
health privacy rules under the Health Insurance Portability and
Accountability Act’ (“HIPAA”) and negotiated a privacy “safe harbor”
for U.S. companies seeking to comply with European privacy law.® The
Federal Trade Commission (“FTC”), under former Chairman Robert
Pitofsky, reversed its longstanding position and released two proposals
for legislation concerning adult online privacy.” Newly installed
Chairman Timothy Muris has promised renewed enforcement of existing
privacy laws and policies, even while the FTC is re-examining its
support for new privacy legislation.” Furthermore, state legislatures have
considered more than 400 privacy bills, while state attorneys general
have initiated aggressive privacy investigations and litigation.

Largely absent from this surge in federal and state privacy efforts,
and from the public and academic debate that has surrounded it, is any
discussion of the role of the Constitution. Do public officials have the
constitutional authority to restrict the collection and use of information
by the private sector in an effort to protect privacy? Do those restrictions
implicate the First Amendment and other provisions of the Bill of Rights
that restrain government authority? Does the Constitution include a
“right to privacy” outside of the context of government intrusions? These
and many other related questions remain unanswered and are not even
addressed in the current privacy debate. However, their resolution goes
to the very heart of the government’s power to adopt and enforce laws
designed to protect privacy.

These questions have assumed new importance in the aftermath of
terrorist attacks on the World Trade Center and the Pentagon. Many
observers worry that one long-term effect of the attacks may be to
weaken the considerable constitutional protection against government
invasions of personal privacy. At the same time, efforts to identify and

5. Standards for Privacy of Individually Identifiable Health Information, 45 C.ER.
§§ 164.502, 164.506 (2000) (final rule); Standards for Privacy of Individually Identifiable
Health Information, 67 Fed. Reg. 14,776 (2002) (HHS, proposed rule, modification);
Standards for Privacy of Individually Identifiable Health Information, 67 Fed. Reg. 43,181
(2002) (HHS, final rule) (to be codified at 45 C.ER. pt. 160, §§ 164.502, 164.506).

6. Issuance of Safe Harbor Principles and Transmission to European Commission, 65
Fed. Reg. 45,666 (July 24, 2000), available at http://www.export.gov/safeharbor/.

7. FEDERAL TRADE COMM’N, ONLINE PROFILING: A REPORT TO CONGRESS (PART 2)—
RECOMMENDATIONS (July 2000); FEpDERAL TRADE ComM’N, Privacy ONLINE: FaIr
INFORMATION PRACTICES IN THE ELECTRONIC MARKETPLACE: A REPORT TO CONGRESS (May
2000).

8. Timothy J. Muris, Protecting Consumers’ Privacy: 2002 and Beyond, Remarks at the
Privacy 2001 Conference, Cleveland, Ohio (Oct. 4, 2001), available at http://fwww.ftc.gov/
speeches/muris/privisp1002.htm.



38 Michigan Telecommunications and Technology Law Review [Vol. 9:35

bring to justice the perpetrators and to protect against future terrorist
attacks also vividly demonstrate the value of information collected in the
marketplace and the need for such information in the future. To the
extent that a “right to privacy” limits the availability of that information,
the price of privacy may be very high indeed. As a result, there is a new
urgency to determine what the Constitution allows—or requires—with
regard to information collection and its use by the private sector.

This Article begins the process of remedying the failure of the
policymaking debate to address the role of the Constitution in privacy
protection. The Article grew out of a one-day roundtable, hosted by the
AEI-Brookings Joint Center for Regulatory Studies in Washington in
May 2001. The roundtable brought together constitutional law scholars,
economists, privacy advocates, privacy theorists, prominent current and
former government officials, and leading privacy law practitioners for a
free-wheeling discussion of constitutional issues in information privacy.’
The participants addressed the major constitutional provisions that might
be applicable to the government’s power to protect privacy from private-
sector encroachment, as well as a number of related issues. This Article
seeks to capture, and build on, the key substantive issues the participants
discussed and the general conclusions they reached, in an effort to
further the inquiry into the role of the Constitution in the on-going
privacy debate.

Section II provides an overview of the constitutional provisions
likely to create or restrict a privacy right applicable to the collection, use,

9. The participants at the Joint Center roundtable were, in addition to the authors: Marty
Abrams, Executive Director, Hunton & Williams Center for Information Policy Leadership;
Sarah Andrews, Research Director, Electronic Privacy Information Center; Paula Bruening,
Staff Counsel, Center for Democracy and Technology; Becky Burr, Partner, Wilmer, Cutler &
Pickering; formerly Associate Administrator and Director of International Affairs, National
Telecommunications and Information Administration; Amitai Etzioni, University Professor,
The George Washington University; founder and Director, The Communitarian Network; Peter
Gray, Internet Consumers Organization; Robert W. Hahn, Co-director, AEI-Brookings Joint
Center for Regulatory Studies; Resident Scholar, American Enterprise Institute; Oliver Ireland,
Of Counsel, Morrison & Foerster LLP; formerly Associate General Counsel for Monetary and
Reserve Bank Affairs, Board of Governors of the Federal Reserve System; Duncan
MacDonald, formerly General Counsel, European and North American Card Products,
Citibank; Adam Clayton Powell, III, Vice President of Technology and Programs, The
Freedom Forum; the Hon. Bill Pryor, Attorney General, Alabama; Joel Reidenberg, Professor
of Law, Fordham University; Paul Rubin, Professor of Law and Economics, Emory
University; formerly Senior Economist, Council of Economist Advisors, and Chief Economist,
U.S. Products Safety Commission; Paul Schwartz, Professor of Law, Brooklyn Law School;
Peter Swire, Professor of Law, Ohio State University; formerly Chief Counselor for Privacy,
Office of Management and Budget; Eugene Volokh, Professor of Law, UCLA; and Alan
Westin, Professor of Public Law and Government Emeritus, Columbia University, Co-founder
and Publisher, Privacy & American Business.
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and transfer of personal information in the private sector. Section III
focuses on the role of the First Amendment, the constitutional provision
most likely to be implicated by such privacy laws. Section IV offers
some general observations about, and tensions implicit in, efforts to use
law to protect the privacy of personal information. The Article concludes
that while there is a suggestion that the First Amendment may be a
source of privacy rights applicable to the collection, use, and transfer of
personal information by the private sector, it is clear that the First
Amendment restrains the power of the government to enact and enforce
privacy laws that curtail expression, even when that expression involves
personal information. The precise extent of that restraint depends on a
number of factors, not all of which have been clearly resolved by the
Supreme Court. But the failure of legislators, regulators, and prosecutors
to scrutinize privacy laws under the First Amendment calls into question
the constitutionality of those laws and disserves the values that the First
Amendment protects.

PART I. CONSTITUTIONAL CONTENDERS

Efforts to adopt and enforce legal restrictions on the collection and
use of information by the private sector in an effort to protect privacy
potentially implicate several provisions of the U.S. Constitution.

A. Constitutional Sources of a Privacy Right

In 1965, the Supreme Court decided in Griswold v. Connecticut that
an 80-year-old Connecticut law forbidding the use of contraceptives
violated the constitutional right to “marital privacy.”' Justice Douglas,
writing for the Court, identified a variety of constitutional sources for

this right:

Various guarantees create zones of privacy. The right of
association contained in the penumbra of the First Amendment
is one. . .. The Third Amendment in its prohibition against the
quartering of soldiers “in any house” in time of peace without
the consent of the owner is another facet of that privacy. The
Fourth Amendment explicitly affirms the “right of the people to
be secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures.”” The Fifth Amendment in
its Self-Incrimination Clause enables the citizen to create a zone

10. 381 U.S. 479 (1965).
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of privacy which government may not force him to surrender to
his detriment. The Ninth Amendment provides: “The
enumeration in the Constitution, of certain rights, shall not be
construed to deny or disparage others retained by the people.”"'

Justice Douglas wrote that the “specific guarantees in the Bill of
Rights have penumbras, formed by emanations from those guarantees
that help give them life and substance.”” It was in these penumbras that
the Court grounded constitutional protection for the right to marital
privacy and, in subsequent cases, other privacy rights.

Constitutional privacy rights, as with virtually all constitutional
rights, have been applied to protect against intrusion only by the
government. For example, courts interpret the Fourth Amendment to
apply only to searches and seizures by the government, usually in a
criminal context. Some commentators, however, have argued that the
existence of a constitutional right to privacy may allow, or require, the
government to enact laws to restrict the collection and use of personal
information by the private sector. The preamble to the recent HIPAA
health privacy rules,” for example, discusses at length the Fourth
Amendment right to be free from “unreasonable searches and seizures”
by the government and the right to protect some information from
mandatory disclosure to the government, as recognized by the Supreme
Court in Whalen v. Roe," as justifications for rules regulating health-
related information in the private sector. The effect of such arguments is
to extend to the private sector constitutional obligations previously
applicable only to the government.

To date, there is little judicial support for this position. Historically,
while the Supreme Court on occasion has addressed citizens’ interest in
privacy from nongovernmental intrusion, it almost never identifies the
Constitution as the source of that interest. Instead the Supreme Court
looks to statutory or common' law. In fact, the Court has intimated a
constitutional right applicable to private-sector acquisition or use of
personal information only twice. In Harper & Row Publishers, Inc. v.
Nation Enterprises,” a case involving the “scooping” of President Ford’s
memoirs by the Nation magazine prior to their publication by Harper &
Row, the Court quoted a New York state appellate judge for the
proposition:

I1. Id. at 484.

12. Id.

13. Standards for Privacy of Individually Identifiable Health Information, 65 Fed. Reg.
82,462, 82,464 (2000) (HHS, final rule).

14. 429 U.S. 589 (1977).

15. 471 U.S. 539 (1985).
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The essential thrust of the First Amendment is to prohibit
improper restraints on the voluntary public expression of ideas;
it shields the man who wants to speak or publish when others
wish him to be quiet. There is necessarily, and within suitably
defined areas, a concomitant freedom not to speak publicly, one
which serves the same ultimate end as freedom of speech in its
affirmative aspect.'

The Supreme Court used this quote to help justify, in part, why it
was not expanding the copyright doctrine of fair use to provide an
affirmative First Amendment right to publish newsworthy expression
without regard for its copyright. The Court concluded that the Nation’s
unauthorized use of Harper’s unpublished manuscript was not sanctioned
by the copyright law’s fair use doctrine. The issue before the Court was
whether the First Amendment required a broader reading of the fair use
doctrine, not the right to privacy.

In May 2001, however, the Court quoted this same language for the
first, and only, time in a case involving privacy. In Bartnicki v. Vopper,
decided after the Joint Center Roundtable, the Supreme Court faced the
question of whether the broadcast of an illegally intercepted cellular
telephone conversation was protected by the First Amendment.” The
Court repeated'the same passage it had quoted in Harper & Row 16
years earlier to demonstrate that “[p]rivacy of communication is an
important interest.””® Nevertheless, the Court found that the First
Amendment protected playing the conversation on-the-air because the
information at issue was true, was on a matter of public concern, and
was obtained by a third party without the knowledge or participation of
the radio station that subsequently disclosed it. The privacy interest
noted by the Court was insufficient to overcome the free expression
interest even in the context of an illegally intercepted telephone
conversation.

Whether the Constitution protects individuals’ interests in avoiding
collection and use of information about them by private-sector entities is
a critical question, but Bartnicki is a slender basis for such a claim.
Whether the case will prove to mark the first step in the beginning of a
real change in the Court’s thinking, or whether it is merely an aberration,
remains to be seen. This brief reference is the only support for the claim

16. Id. at 559 (quoting Estate of Hemingway v. Random House, Inc., 23 N.Y.2d 341, 348,
244 N.E.2d 250, 255 (Ct. App. 1968)).

17. 532 U.S 514, 535 (2001).

18. Id. at 532.
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that the Constitution creates a right to privacy applicable to the private
sector or protects individuals’ privacy from nongovernmental intrusion.

B. Constitutional Limits on Protecting Privacy

Because the Constitution establishes the powers of the government
and also the limits on those powers, it is not surprising that there are
many constitutional provisions that might limit the government’s ability
to adopt and enforce laws protecting privacy. The most obvious—and, in
the view of the participants in the Joint Center Roundtable, the most
significant—provisions the First Amendment’s protection for freedom of
expression. Before turning to the First Amendment, however, we briefly
address the six other provisions that the participants discussed and that
most concluded were unlikely to impose any substantive limit on the
government’s power to protect information privacy.

1. The Fourth Amendment

The Fourth Amendment is the basis for the Supreme Court’s oldest
and most well-developed jurisprudence on a constitutional right to
privacy. Although, as noted in the introduction, Fourth Amendment cases
involve searches and seizures by the government, the principles
developed there might potentially be instructive in other settings. For
example, when evaluating wiretaps and other seizures of private
information, the Court has protected only those expectations of privacy
that were, in the Court’s view, “reasonable.” The data subject must have
actually expected that the information was private, and that expectation
must be “one that society is prepared to recognize as ‘reasonable.’ "’ The
Court adopted this two-part test in 1968 and continues to apply it today,
albeit with somewhat uneven results.”

Some courts have borrowed from Fourth Amendment jurisprudence
when evaluating privacy restrictions in other settings. For example, in

19. Katz v. United States, 389 U.S. 347, 361 (1967) (Harlan, J., concurring) (attaching a
recording device to a public telephone booth without a warrant did not violate petitioner’s
Fourth Amendment rights).

20. See Smith v. Maryland, 442 U.S. 735, 740 (1979) (use of a pen register without a
warrant to record telephone numbers dialed did not violate petitioner’s Fourth Amendment
rights); Terry v. Ohio, 392 U.S. 1, 9 (1968) (warrantless search of petitioner’s person for
concealed weapons did not violate petitioner’s Fourth Amendment rights); CATE, supra note 1,
at 58 (the Court has found “reasonable” expectations of privacy in homes, businesses, sealed
luggage and packages, and even drums of chemicals, but no “reasonable” expectations of
privacy in bank records, voice or writing samples, phone numbers, conversations recorded by
concealed microphones, and automobile passenger compartments, trunks, and glove boxes).
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Condon v. Reno,” the U.S. Court of Appeals for the Fourth Circuit
focused on the “reasonable expectation of privacy” in its decision
striking down the 1994 Drivers Privacy Protection Act.” In that case,
South Carolina Attorney General Charlie Condon argued that a federal
restriction on the use of state public record data for “marketing,
solicitation, or survey” purposes violated the First Amendment. The
appellate court agreed, writing that “neither the Supreme Court nor this
Court has ever found a constitutional right to privacy with respect to the
type of information found in motor vehicle records. Indeed, this is the
very sort of information to which individuals do not have a reasonable
expectation of privacy.”® The court found that it would be unreasonable
to prevent the disclosure of such information because “the same type of
information is available from numerous other sources. . . . As a result, an
individual does not have a reasonable expectation that the information is
confidential.”® The Supreme Court ultimately reversed the Fourth
Circuit on unrelated grounds, and therefore never reached the First
Amendment issue.” Few other courts have relied on Fourth Amendment
concepts or cases when evaluating privacy protections aimed at
nongovernmental intrusions.

As a result, while the Fourth Amendment could prove to be
important as a source of principles for evaluating privacy laws regulating
private sector activities, it has not played that role to date. Furthermore,
the contours of the Fourth Amendment itself are under renewed scrutiny
following the September 11 terrorist attacks and subsequent proposals
for increased government surveillance, national identification numbers,
and passenger profiling.

2. The Fifth Amendment

The Fifth Amendment to the U.S. Constitution prohibits the
government from taking private property for public use without both due
process of law and just compensation. Historically, the Supreme Court
has applied the “takings clause” to require compensation when the
government physically appropriated real property, even if only a tiny
portion of the property at issue was occupied,” or if that occupation was

21. Condon v. Reno, 155 F.3d 453 (4th Cir. 1998), rev'd on other grounds, 528 U.S. 141
(2000).

22. Drivers Privacy Protection Act of 1994, 18 U.S.C. §§ 2721-2725 (1994).

23. Id. at 464. :

24. Id. at 465.

25. Reno v. Condon, 528 U.S. 141 (2000).

26. Loretto v. Teleprompter Manhattan CATV Corp., 458 U.S. 419 (1982) (explaining
that only 1.5 cubic feet of private property is occupied). :






