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1 am grateful for the thoughtful comments of Professor Ronald J. Krotoszynski, Jr. that appear
in this same issue. I agree entirely with his cautionary words about new technologies and the
potential dangers of embracing them mindlessly. I commend to the reader his close analysis of
cases, especially those involving the First Amendment, although it is clear that I disagree with some
of the conclusions he draws from those cases. For example, all of the cases he puts forward as
supporting government restraints on information involve false expression; I therefore question their
predictive value for how the Supreme Court might evaluate a restriction on true speech. Similarly,
the expression in commercial contexts, which he treats as lower value speech and therefore less
worthy of protection under the First Amendment—as did the Court itself in the 1970s and 1980s—I
believe is more likely to receive full First Amendment protection today, in light of the fundamentai
importance of such expression'in most of our lives and.the Court’s repudiation of Posadas. See
Posadas de Puerto Rico Assoc. v. Tourism Co. of Puerto Rico, 478 U.S. 328 (1986); 44 Liquormart,
Inc. v. Rhode Istand, 517 U.S. 484, 509 (1996) (holding that the decision in Posadas incorrectly
performed First Amendment analysis by deferring to the legislature).

Even if, however, Professor Krotoszynski is correct that the Court might conclude that the First
Amendment is not an obstacle to a ban on the collection or use of true, lawfully obtained
information, my reading of the Constitution and the interests at stake leads me to conclude that the
Court should not.

I disagree with Professor Krotoszynski’s reading of the Takings Clause and recent Takings
jurisprudence. Although the Takings Clause—unlike the First Amendment—is not central to my
analysis of information privacy issues and why the government should proceed very cautiously
before regulating information to address those issues, it is by no means clear that, as Professor
Krotoszynski writes, “a state legislature could simply pass legislation declaring that no property
interest accrues from the collection of personal information.” Ronald J. Krotoszynski, Jr., Identity,
Privacy, and the New Information Scalpers: Recalibrating the Rules of the Road in the Age of the
Infobahn, 33 IND. L. REV. 233, 246 (1999). On the contrary, the Court’s solicitude in Ruckelshaus
v. Monsanto Co.,467 U.S. 986 (1984), for an entity’s “reasonable investment-backed expectation
with respect to its control over the use and dissemination of the data” I believe suggests that states
would face significant constitutional hurdles if they were to attempt to prohibit outright the
collection or use of data. /d. at 1011.

The assertion of Professor Krotoszynski’s that 1 find most intriguing is his proposal that we
eliminate the historical dividing line between the government and everyone else for purposes of
regulating the collection and use of personal information. See Krotoszynski, supra, at250-51. The
special protection that applies to personal information in the hands of the government is justified
on significant constitutional and practical grounds. The current structure of data protection is a
trade-off: the government gets the power to compel disclosure of data; in exchange, it is subject
to special restraints on its use of those data. To abolish that distinction, either by giving private
parties government-like powers to compel citizens to disclose personal information or by weakening
the privacy protections applicable to the government by extending them to private entities, seems
to me profoundly unwise,

Atheart, Professor Krotoszynski’s arguments and mine differ most in terms of the vision they
reflect. He writes of “abuses™ and “confidential” data without defining what these are. If these
terms refer to collecting information illegally, or distributing false and harmful data about an
individual, or violating a promise concerning the use of personal information, then current law
already provides significant penalties and I agree with him that it should. If, however, as I suspect,
Professor Krotoszynski means something broader by these terms, then I do not share the vision that
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INTRODUCTION

“Privacy” is the new hot topic in Washington and other national and state
capitals as we head into the new millennium. The debate over privacy is
reaching a fevered pitch as policymakers, public interest advocates, and industry
leaders clash over how much is.enough and over what role the government
should play in protecting it. The U.S. Congress, after decades of virtually
ignoring privacy issues, considered almost 1000 bills—one out of eight bills
introduced—addressing some aspect of privacy in its 104th session. The 105th
Congress debated an even broader array of privacy bills, ranging from identity
theft to collecting data from children,’ confidentiality of health care records® to
employers’ use of credit reports,’ privacy in banking’ to privacy on the Internet.®
Congress also held a series of hearings on privacy issues.’ State legislatures were

something must be done. My vision is dominated instead by the benefits we all share of a society
dominated by open information flows, the wide range of valuable services that such flows make
available, the broad array of steps that the very technologies and markets that Professor
Krotoszynski laments make available to me to protect my privacy, and fear of burdensome and
costly government regulation to protect privacy, such as Europe now enjoys.

Our differences, however, and especially on such fundamental issues, highlight the issues
involved in, and the importance of, the growing debate over information privacy. I am grateful to
the editors of the Indiana Law Review for inviting me to participate in their symposium and to
appear alongside Professor Krotoszynski, and I am grateful to Professor Krotoszynski for his
insightful commentary. Finally, I want to thank my research assistant, Reid Cox, for his help with
this article. :

1. Seeldentity Theft and Assumption Deterrence Act, Pub. L. No. 105-318, 112 Stat. 3007
(1998). ]

2. See Children’s Online Privacy Protection Act, Pub. L. No. 105-277, 112 Stat. 2681
(1998). ' '

3. See S. 2609, 105th Cong. (1998); H.R. 3900, 105th Cong. (1998); H.R. 3605, 105th
Cong. (1998); S. 1712, 105th Cong. (1998); S. 1921, 105th Cong. (1998); H.R. 52, 105th Cong.
(1998); S. 1368, 105th Cong. (1998); H.R. 3756, 105th Cong. (1998); S. 1890 and S. 1891, 105th
Cong., 2d Sess. (1998).

4. See Consumer Reporting Employment Clarification Act of 1998, Pub. L. No. 105-347,
112 Stat. 3208 (1998). ‘

5. See H.R. 4388, 105th Cong. (1998); H.R. 4478, 105th Cong. (1998).

6. See H.R. 4667, 105th Cong. (1998); H.R. 98, 105th Cong. (1998); H.R. 2368, 105th
Cong (1998); H.R. 4470, 105th Cong. (1998); Children’s Online Privacy Protection Act, Pub. L.
No. 105-277, 112 Stat. 2681 (1998).

7. See, e.g., Protection of Children’s Privacy on the World Wide Web: Hearings on S.
2326 “Children’s Online Privacy Protection Act of 1998” Before the Subcomm. on
Communications of the Senate Comm. on Commerce, Science & Transportation, 105th Cong.
(1998); National ID Card: Hearings Before the Subcomm. on National Economic Growth, Natural
Resources and Regulatory Affairs of the House Government Reform and Oversight, 105th Cong.
(1998); Financial Information Privacy Act: Hearings Before House Comm. on Banking &
Financial Services, 105th Cong. (1998); Electronic Commerce: Privacy in Cyberspace: Hearings
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no less attentive to privacy issues. In 1998, 2367 privacy bills were introduced
or carried over in U.S. state legislatures; forty-two states enacted a total of 786
bills.?

The Federal Trade Commission has led a series of privacy-related initiatives,
including a recently completed audit of web site privacy policies.” In addition,
in 1998 the Commission announced its first Internet privacy case, in which
GeoCities, operator of one of the most popular sites on the World Wide Web,

agreed to settle Commission charges that it had misrepresented the purposes for
" which it was collecting personal identifying information from children and adults
through its online membership application form and registration forms for
children’s activities on the GeoCities site.'® The Commission has announced the
conclusion of its second Internet privacy case, a settlement with Liberty Financial
Companies, Inc., operator of the Young Investor Web site. The Commission
alleged, among other things, that the site falsely represented the personal
information collected from children, including information about family finances,
would be maintained anonymously.!" The Department of Commerce convened
a major conference on privacy last summer, and the President, Vice President,
and Secretary of Commerce have all threatened regulatory action to protect
privacy if industry self-regulation does not improve. Privacy even made it into
the President’s 1999 State of the Union address.'

This debate is prompted largely by extraordinary technological innovations

Before the Subcomm. on Telecommunications, Trade, and Consumer Protection of the House
Comm. on Commerce, 105th Cong. (1998); Hearings on H.R. 2448 “Protection from Personal
Intrusion Act” and H.R. 3224 “The Privacy Protection Act of 1998 Before the House Comm. on
the Judiciary, 105th Cong. (1998); Privacy of Individual Genetic Information: Hearings Before
the Senate Comm. on Labor and Human Resources, 105th Cong. (1998); Privacy Protection:
Hearings on H.R. 2448 “Protection From Personal Intrusion Act” and H.R. 3224 “Privacy
Protection Act of 1998 Before the House Comm. on the Judiciary, 105th Cong. (1998); Medical
Privacy Protection: Hearings on H.R.52 “The Fair Health Information Practices Act” Before the
Subcomm. on Government Management, Information and Technology of the House Comm. on
Government Reform and Oversight, 105th Cong. (1998); Privacy in Electronic Communications:
Hearings Before the Subcomm. on Courts and Intellectual Property of the House Comm. on the
Judiciary, 105th Cong. (1998).

8. See Privacy Legislation in the States, PRIV. & AM. BUS., Nov./Dec. 1998, at 1, 3.

9. See Federal Trade Commission, Privacy Online: A Report to Congress (1998) (visited
January 3, 2000) <http://www.ftc.gov/reports/privacy3/index.htm>.

10. See GeoCities, Docket No. C-3849 (Feb. 12, 1999) (Final Decision and Order available
at <http://www.ftc.gov/0s/1999/9902/9823015d&0.htm>).

11. See Liberty Financial, Case No. 9823522 (proposed consent agreement available at
<http://www.ftc.gov/0s/1999/9905/1btyord.htm>).

12. “Asmore of our medical records are stored electronically, the threats to all our privacy
increase. Because Congress has given me the authority to act if it does not do so by August, one
way or another, we can all say to the American people, we will protect the privacy of medical
records and we will do it this year.” President William Jefferson Clinton, State of the Union
Address (1999) <http://www.whitehouse.gov/WH/New/htm!/19990119-2656.htmI>.



176 INDIANA LAW REVIEW [Vol. 33:173

that are dramatically expanding both the practical ability to collect and use

personal data and the economic incentive to do so. Computers and the networks

that connect them have become a dominant force in virtually all aspects of
society in the United States and throughout the industrialized world. Information
services and products today constitute the world’s largest economic sector.'

Institutions and individuals alike are flocking to the Internet—and particularly

to the World Wide Web—in record numbers, making it the fastest-growing

medium in human history."

First made available to the public in 1992, the Web is used today by more
than 147 million people and continues expanding at approximately thirty percent
per year."* Much of the Web’s explosive growth is due to the rapid increase in
businesses online. In 1995, World Wide Web hosts designated “.com” for
commercial uses slightly outnumbered those designated “.edu” for educational
institutions, which were the historical backbone of the Internet. By January
1998; “.com” sites outnumbered their “.edu” counterparts more than two-to-
one.'

The growth and commercialization of the Web are only two examples of a
much larger trend. Computers, computer networks, and digital information
increasingly dominate business, government, education and entertainment.
Businesses are investing heavily in information technologies and increasingly .
taking advantage of new information services. Consider these examples:

% During the 1980s, U.S. businesses alone invested $1 trillion in information
technology;'” since 1990 they have spent more money on computers and
communications equipment than on all other capital equipment combined.'®
This trend is reflected throughout the economy. Beginning in 1996, for
example, U.S. consumers have purchased more computers each year than

. televisions."”

% A 1999 University of Texas study calculates that the Internet generated $301

billion in revenue in the United States last year, including $102 billion in

13.  See National Telecommunications and Information Administration Fact Sheet, May 30,
1995, at 2.

14. Only five years after its creation, it reached more than 50 million homes in the United
States. By comparison, it took 38 years for radio to reach 50 million U.S. homes, 13 for television,
and 10 for cable.

15. See The Big Picture Geographics (visited Dec. 1, 1999) <http://cyberatlas. internet.
com/big_picture/geographics/cia.htmi>.

16. See Host Distribution by Top-Level Domain Names (visited Dec. 1, 1999)
<http://www.nw.com/zone/WWW-9501/dist-byname.html>; Distribution by Top-Level Domain
Name by Name (visited Dec. 1, 1999) <http://www.nw.com/zone/W W W/dist-bynum.html>.

17. See Howard Gleckman, The Technology Payoff, BUS. WEEK, Jun. 14, 1993, at 57.

18. See Larry Irving, Equipping Our Children with the Tools to Compete Successfully in the
New Economy, remarks to the Conference on Technology and the Schools: Preparing the New
Workforce for the 21st Century, Randolph Center, VT, Oct. 28, 1996
<http://www.ntia.doc.gov.ntiahome/speeches/1028961i_vermont.html>.

19. See id. See generally FRED H. CATE, PRIVACY IN THE INFORMATION AGE 5-7 (1997).
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on-line sales. By comparison, the U.S. telecommunications industry
- accounted for $270 billion in revenue during the same period.”

% The Internet now carries twenty-five times more mail within the United
States each day than the U.S. Post Office. The Electronic Messaging
Association reports that about four trillion e-mails were received in the
United States in 1998, up from two trillion in 1997. By contrast, the U.S.
Postal Service handles about 160 billion letters and packages per year.?!

< A Booz-Allen Hamilton study found that a single banking transaction costs
$1.08 at a bank branch, sixty cents at an ATM machine, twenty-six cents
with PC banking, but only thirteen cents on the Internet.”

% Alamo Rent-a-Car trimmed an estimated $1 million from its administrative
budget by opening a Web site that lets tour operators tap directly into
reservation and billing systems. Airlines are offering incentives for
customers to book travel online, and many companies and government
offices now handle procurement and manage relations with vendors
exclusively online.?

< During first quarter 1997, Dell Computer Corporation sold more than $1
million of computers every day via the Internet. By the third quarter, that
figure had risen to $3 million per day. Eighteen months later it is more than
$14 million per day.?

As we see, the dominance of the Internet and of digital information generally
is reflected clearly in the degree to which activities wholly unrelated to the
provision or transmission of information—such as banking, insurance, air
transportation, medicine, and even heavy industries like automobile
production—are being transformed by information technologies.

The extraordinary role of information products and services and their
transforming affect on virtually all aspects of human activity are certainly not
limited to the United States. Currently 205 countries are connected to the
Internet. Moreover, the U.S. share of Internet users is declining. According to
studies by Computer Industry Almanac, Inc., in 1981 eighty percent of Internet
users were in the United States; by 1994 that figure had fallen to sixty-five
percent; and by the end of 1997, fifty-five percent of Internet users were in the
United States.” One year later, the United States accounted for only fifty-two

20. See The Internet Economy Indicators (visited Dec. 1, 1999) <http://www.
Internetindicators.com>.

21.  See As E-Mail Grows Up, So Do the Uses for It, GLOBE AND MAIL (Toronto), Oct. 13,
1998, at C2; Notebook, TIME, Jan. 25, 1999, at 15.

22. See Sharon Reier, Battlelines Are Forming for Next “War of Wires,” INT’L HERALD
TRIB., Sept. 30, 1996.

23. See Clinton Wilder, Big Businesses Head to Online Procurement, TECHWEB NEWS,
Nov. 23, 1998, at 1.

24. See Dell Tops 318 Billion in Annual Revenue; Internet Sales Rise to 814 Million per
Day; Company Announces 2-for-1 Stock Split, BUS. WIRE, Feb. 16, 1999.

25. See Computer Industry Almanac Inc., Top 15 Countries with the Most Internet Users
(visited Dec. 1, 1999) <http://www.c-i-a.com/199801pr.htm>.
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percent of people worldwide who use the Internet at least once each week.*
Finland, Norway, and Iceland all have higher per capxta percentages of Internet
users than the United States.”

The result of this extraordinary proliferation of computers and networks is
that more data than ever before is made available in digital format, which is
significant because digital information is easier and less expensive than
nondigital data to access, manipulate, and store, especially from disparate,
geographically distant locations. Also more data is generated in the first place
because of the ease of doing so, the very low cost, and the high value of data in
an increasingly information-based society. Data often substitutes for what would
previously have required a physical transaction or commodity. In electronic
banking transactions, for example, no currency changes hands, only data. And
recorded data, such as a list of favorite web sites or an automatically generated
back-up copy of a document, also makes the use of computers easier, more
efficient, and more reliable. Finally, computer technologies and services often
record a wide array of data necessary to complete a transaction or make its use
more convenient, such as the web sites visited or the time and date an e-mail
message is sent.

The ramifications of such a readily accessible storehouse of electronic
information are astonishing: other people know more about you—even things
you may not know about yourself—than ever before. Data routinely collected
about you includes your health, credit, marital, educational, and employment
histories; the times and telephone numbers of every call you make and receive;
the magazines to which you subscribe and the books you borrow from the library;
your cash withdrawals; your purchases by credit card or check; your electronic
mail and telephone messages; and where you go on the World Wide Web.?®

According to a 1994 estimate, U.S. computers alone held more than five
billion records, trading information on every man, woman, and child an average
of five times every day. Just one industry—credit reporting—accounted for 400
million credit files, which are updated with more than two billion entries every
month.?”’

As aresult, a growing number of citizens and lawmakers in the United States
and around the world are concerned about protecting privacy. According to a
June-July 1998 Privacy & American Business/Louis Harris survey, eighty-seven
percent of the 1008 respondents reported being “concerned” or “very concerned”
about personal privacy. Eighty-two percent said they had “lost all control over
how personal information is circulated and used by companies,” and sixty-one
percent said that their privacy was not protected adequately by law or business

26. See Latest Headcount: 148 Million Online (visited Dec. 1, 1999) <http://cyberatlas.
internet.com/big_picture/geographics/cia.htm{>.

27. See Computer Industry Almanac Inc., /5 Leading Countries in Internet Users Per
Capita (visited Dec. 1, 1999) <http://www.c-i-a.com/19980319.htm>.

28. See James Gleick, Big Brother Is Us, N.Y. TIMES, Sep. 29, 1996, at F1. .

29. See 142 CONG. REC. S11,868 (Sep. 30, 1996) (statement of Sen. Bryan); Steven A.
Bibas, 4 Contractual Approach to Data Privacy, 17 HARV. J. L. & PUB. POL’Y 591, 593 (1994).
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practices. Seventy-eight percent of respondents said that they had refused to give
out personal information because of concern for their privacy.3® A Business
Week/Harris poll, released in March 1998, suggests that concern about privacy
may be escalating. Seventy-elght percent of the 999 respondents said that they
would use the Web more if privacy were better protected, and fifty percent of
current Internet users responded that the government should pass laws now to
regulate how personal data is collected and used on the Internet.*’ Surveys in
other nations yield similar results.

As Marc Rotenberg, Director of the Washington-based Electronic Privacy
Information Center, has observed: “Privacy will be to the information economy
of the next century what consumer protection and environmental concerns have
been to the industrial society of the 20th century.”®

Among the wide variety of national and multinational legal regimes for
protecting privacy, two dominant models have emerged, reflecting two very
different approaches to the control of information. The European Union (“EU”)
has enacted a sweeping data protection directive that imposes significant
restrictions on most data collection, processing, dissemination, and storage
activities, not only within Europe, but throughout the world if the data originates
in a member state. The United States has taken a very different approach that
extensively regulates government processing of data, while facilitating private,
market-based initiatives to address private-sector data processing.

The interaction between these two systems is of far more than merely
academic interest. The EU and the United States are each other’s largest trading
partners, with total trade and investment exceeding $1 trillion annually.*®
Moreover, information, especially digital information, is inherently global. Data
ignores national and provincial borders, and, unlike a truckload of steel or a
freight train of coal, data is difficult to pinpoint and almost impossible to block,
through either legal or technological means. As a result, the laws applicable to
information of one nation or group of nations inherently impact other nations;
when nations pursue different legal regimes applicable to information, conflict
between those laws is inevitable. In the case of the EU and the United States,
that conflict implicates core values.

. Under the EU data protection directive, information privacy is a basic human
right; the failure of the U.S. legal system to treat it as such offends European
values and has led the EU to threaten to suspend information flows to the United
States. This threat is understandable in light of the directive’s treatment of
privacy as a human right, and the threat is necessary if the privacy of European
nationals is to be protected effectively in a global information economy. In the
United States, however, the government is constitutionally prohibited under the
First Amendment from interfering with the flow of information, except in the

30. See P&AB Survey Overview: Consensual Marketing Is Coming, PRIV. & AM. Bus.,
Jan./Feb. 1999, at 1, 4-5.

31. See Heather Green et al., A Lirttle Privacy, Please, BUS. WEEK, Mar. 16, 1998, at 98.

32. Id; see generally CATE, supra note 19, at 90.

33. SeeDavid L. Aaron, Euro-age Bright for US Firms, J. COMMERCE, Jan. 14 1999, at 6A.






