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ABSTRACT

U.S. privacy laws are increasingly moving from a presumption that
consumers must object to ("opt out" of) uses of personal data they
wish to prohibit to a requirement that they must explicitly consent
("opt in") to uses they wish to permit. Despite the growing reliance on
opt-in rules, there has been little empirical research on their costs.
This Article examines the impact of opt-in on MBNA Corporation, a
diversified, multinational financial institution. The authors demon-
strate that opt-in would raise account acquisition costs and lower
profits, reduce the supply of credit and raise credit card prices, gener-
ate more offers to uninterested or unqualified consumers, raise the
number of missed opportunities for qualified consumers, and impair
efforts to prevent fraud. These costs would be incurred despite the fact
that as of the end of 2000, only about two percent of MBNA's cus-
tomers had taken advantage of existing voluntary opportunities to opt
out of receiving MBNA's direct mail marketing offers. If Congress
were to adopt opt-in laws applicable to financial information, the im-
pact across the economy on consumers and businesses would be sig-
nificant.
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INTRODUCTION

The free flow of information has become a defining characteristic

of the New Economy in the United States.' Economists have long
recognized that the costs of acquiring information and arranging
transactions are like sand in the gears of commerce.’ Markets function
more efficiently when it is less costly to identify and design the right
product for the right consumer and deliver it at the right time. Many

1.

The phrase “free flow of information” throughout this Article refers to personally iden-

tifiable information flowing between consumers and companies, among affiliated and nonaffili-
ated companies, and to and from public record repositories.

2. For the seminal article on the role of information costs, see George J. Stigler, The Eco-
nomics of Information, 69 J. POL. ECON. 213, 213-25 (1961).
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of the factors underlying the remarkable growth in productivity dur-
ing the 1990s, including just-in-time delivery, total quality manage-
ment, and electronic commerce, are a consequence of advances in in-
formation technology that support the rapid acquisition and transfer
of information.

The financial services sector has benefited substantially from
these advances in information technology, especially through the in-
dustry’s use of personally identifiable information. As Comptroller of
the Currency John Hawke, Jr., testified before Congress in 1999, the
financial services market is an “information-driven industry . ... In-
formation exchanges thus serve a useful and critical market function
that benefits consumers and financial institutions alike, in facilitating
credit, investment, insurance and other financial transactions.”

Much of that essential information relates to individuals and
their specific transactions. Notwithstanding the resulting benefits,
surveys over the past decade document that consumers have become
increasingly sensitive about the collection and commercial use of per-
sonal information (financial and otherwise) by businesses. In a 1999
IBM/Harris survey, 94 percent of Americans said they were worried
about “possible misuse” of their personal information, and 80 percent
thought that “consumers have lost all control over how personal in-
formation about them is collected and used by companies.” Con-
sumer surveys suggest a growing demand for privacy, as that term re-
fers to the ability to control or conceal the use of information about
oneself, at least in certain circumstances.’

The explicit assignment of property rights to the use of personal
information in U.S. law has lagged far behind the development of
technology to capture and transfer such information, but it is begin-

3. Financial Privacy: Hearing Before the Subcomm. on Fin. Inst. and Consumer Credit of
the House Comm. on Banking and Fin. Servs., 106th Cong. (1999), 1999 WL 528367 (statement
of John D. Hawke, Jr., Comptroller of the Currency).

4. Alan F. Westin, Intrusions: Privacy Tradeoffs in a Free Society, PUB. PERSPECTIVE,
Nov./Dec. 2000, at 9.

5. The concept of privacy utilized throughout this Article follows the definition first posed
by Professor Alan Westin in 1967: informational privacy is “the claim of individuals, groups, or
institutions to determine for themselves when, how, and to what extent information about them
is communicated to others.” ALAN F. WESTIN, PRIVACY AND FREEDOM 7 (1967). Subse-
quently, Professor George Stigler examined the economics of “concealment of information”
that may have value in sorting individuals and matching preferences and opportunities. George
J. Stigler, An Introduction to Privacy in Economics and Politics, 9 J. LEGAL STUD. 623, 624
(1980) (exploring the nature of privacy in economic behavior, the economic effects of contem-
porary privacy policies, and the reasons for the enactment of privacy legislation).
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ning to catch up.® With a few exceptions, until the late 1990s, firms
were legally able to use and exchange most customer and transaction
data. The primary constraint on information exchange was the threat
of alienating privacy-sensitive customers. Judging from consumer pri-
vacy surveys, market discipline in the form of potential customer at-
trition over privacy issues has grown steadily throughout the past
decade, making that constraint more binding. Over the past five
years, the concept that consumers should have the legal right to exer-
cise some degree of choice over commercial use of personal informa-
tion has become an accepted principle underpinning public policy to-
ward privacy in the United States.” However, the form in which that
choice must be offered is far from settled.

One approach to giving consumers control over how data about
them is used is an “opt-out” system. Under opt-out, consent to a
specified use of information may be inferred from the fact that an en-
tity gave the consumer notice of the intended use and an opportunity
to restrict it, but the consumer did not object. In those industries in
the United States, where laws currently mandate that consumers be
given a choice, opt-out is the consent system most commonly used.’
However, legislation being proposed with increasing frequency at
both the federal and state levels would require that firms obtain ex-
plicit consent from individuals before collecting, using or exchanging

6. In keeping with recent U.S. privacy legislation, we use the term “personal information”
to refer to any data relating to a specific individual, unless those data are routinely available
from public sources, such as telephone directories.

7. See Internet Privacy: Hearing Before the S. Commerce Comm., 107th Cong. (2001), 2001
WL 21756980 (statement of Fred H. Cate, Professor, Indiana University School of Law—
Bloomington) (noting that “the dominant trend in . . . privacy legislation is to invest consumers
with near absolute control over” personal information).

8. For examples of federal statutes and regulations adopting the opt-out approach, see the
Gramm-Leach-Bliley Act, Pub. L. No. 106-102, § 502, 113 Stat. 1338, 1437-40 (1999) (codified in
scattered sections of 15 U.S.C.) (setting forth a financial institution’s obligations regarding dis-
closure of personal information); Fair Credit Reporting Act (FCRA), 15 U.S.C. § 1681b(e)
(2000) (allowing the consumer to elect to have the consumer’s name and address excluded from
consumer reporting agency lists); Telephone Consumer Protection Act, 47 U.S.C. § 227(c)(3)
(2000) (concerning residential telephone subscribers’ right to avoid receiving objectionable
telephone solicitations); 47 C.F.R. § 64.1200(e) (2002) (restricting telephone solicitation). In
contrast, individually identifiable health information is increasingly subjected to opt-in rules,
like those found in recent federal health privacy rules. See, e.g., Standards for Privacy of Indi-
vidually Identifiable Health Information, 45 C.F.R. §§ 164.502, 164.506 (2002) (allowing health
care organizations to use or disclose legislatively protected, individually identifiable health in-
formation with the individual’s consent).
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information about them.” Such “opt-in” rules have already been in-
corporated into many European data protection laws,"” and have been
adopted in federal regulations’ and local ordinances."”

Despite the widespread debate over, and growing reliance on,
opt-in rules, there has been little empirical research on the costs of
opt-in and differences, if any, between, the cost of opt-in and opt-out
systems. Policymakers are increasingly considering, and in some in-
stances adopting, opt-in rules without any sense of their practical im-
pact on consumers, business, or the economy.

Research about the relative costs of opt-in versus opt-out rules
would be irrelevant in a world of costless transactions. A Coasian
view of bargaining over the rights to use personally identifiable in-
formation concludes that if negotiating and contracting is costless, the
usage rights will accrue to the party with the greatest value, regardless
of the initial assignment.” That is to say, if the consumer places a suf-

9. For examples of federal opt-in legislation introduced during the 107th Congress, see the
Consumer’s Right to Financial Privacy Act, H.R. 2720, 107th Cong. (2001); Privacy Act of 2001,
S. 1055, 107th Cong. (2001); Unsolicited Commercial Electronic Mail Act of 2001, H.R. 718,
107th Cong. (2001); Online Personal Privacy Act, S. 2201, 107th Cong. (2001); Financial Institu-
tion Privacy Protection Act of 2001, S. 450, 107th Cong. (2001); Consumer Online Privacy and
Disclosure Act, H.R. 347, 107th Cong. (2001); Unsolicited Commercial Electronic Mail Act of
2001, H.R. 95, 107th Cong. (2001). For examples of recently introduced state opt-in legislation,
see S.B. 1258, 45th Leg., 2d Sess. (Ariz. 2002) (relating to consumer information privacy); Fi-
nancial Privacy Protection Act of 2002, A.B. 1775, 2001-02 Reg. Sess. (Cal. 2002); H.F. 285, 79th
Gen. Assemb., 1st Sess. (Iowa 2001) (relating to disclosure of consumer information by financial
institutions); Consumer Privacy Act, S.B. 2988, 224th Leg. Sess. (N.Y. 2001); Consumer Internet
Privacy Act, S.B. 4402, 224th Leg. Sess. (N.Y. 2001); S.B. 1547, 48th Leg., 2d Sess. (Okla. 2001)
(prohibiting disclosure of certain information relating to insurance).

10. See, e.g., European Parliament and Council Directive 95/46/EC on the Protection of
Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such
Data, art. 7, 1995 O.J. (L 281), LEXSEE 1995 OJ L 281 [hereinafter European Parliament and
Council Directive 95/46/EC] (establishing that personal data may not be “processed” without
the subject’s unambiguous consent).

11. See, e.g., Standards for Privacy of Individually Identifiable Health Information, 45
C.F.R. §§ 164.502, 164.506 (2002) (requiring health care providers to obtain consent from pa-
tients before using or disclosing certain protected health information).

12.  See, e.g., CONTRA COSTA COUNTY, CAL., CODE ch. 518-4 (2002) (requiring financial
institutions to obtain consent before sharing customer information); Daly City, Cal., Ordinance
1295 (Sept. 9, 2002) (requiring notice and consent prior to disclosure of confidential consumer
information by financial institutions); Daly City, Cal., Ordinance 1297 (Nov. 12, 2002) (same);
S.F., CAL.,, BUS. & TAX REGS. CODE art. 20 (2002) (providing protection of private financial
information); San Mateo County, Cal., Ordinance 4126 (Aug. 6, 2002) (regulating the disclosure
of confidential consumer information), San Mateo County, Cal., Ordinance 4144 (Nov. 5, 2002)
(same).

13. For a development of a Coasian framework for examining the allocation of privacy
rights, see CHARLES M. KAHN ET AL., A THEORY OF TRANSACTION PRIVACY (Fed. Reserve
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ficiently high value on privacy, she can pay the company a sum suffi-
cient to persuade it not to transfer the information to a third party
(or, possibly, to discourage the reuse of the information by the com-
pany itself in preparing subsequent marketing messages). Possibly
this payment could be in the form of foregone discounts that are oth-
erwise available to consumers who consent to subsequent usage.

Where corporations incur positive costs to contract for the use of
information, the initial assignment of rights and rules governing in-
formation usage has economic consequences. In this Article, we dem-
onstrate that although the opt-in versus opt-out approaches sound
similar, they differ dramatically in their practical impact on, and eco-
nomic consequences for, both companies and individuals. The fol-
lowing case study assesses the impact of requiring a large U.S.-based
financial services provider to obtain explicit consent from consumers
before using personal information about them. We conclude that opt-
in requirements mandated uniformly across the U.S. economy could
threaten the viability of key services and products offered by U.S. fi-
nancial services companies.

To illustrate the costs of moving to an opt-in system, we examine
MBNA Corporation, a financial institution that offers consumers a
variety of loan and insurance products (primarily credit cards), takes
deposits, but operates entirely without a branch network. Incorpo-
rated in 1981 and publicly traded since 1991, the company has com-
piled a stunning growth record in just two decades. As of the end of
2000, the company provided credit cards and other loan products to
51 million consumers, had $89 billion of loans outstanding, and serv-
iced 15 percent of all Visa/MasterCard credit card balances out-
standing in the United States."

MBNA'’s ability to access and use information about potential
and existing customers is largely responsible for it becoming the sec-
ond largest credit card issuer in the United States in less than twenty
years.” To appreciate the critical role that the sharing of information
has played in MBNA’s remarkable history, one need only reflect on
the challenge of acquiring 51 million customers with no brick-and-
mortar stores or branches. Like firms in a variety of businesses, but
especially financial services, MBNA harnessed information technol-

Bank of Atlanta, Working Paper No. 2000-22, 2000). That article relies on insights first posited
in Ronald H. Coase, The Problem of Social Cost,3 J.L. & ECON. 1 (1960).

14. MBNA CORP., 2000 ANNUAL REPORT 6-7 (2001).

15.  THOMSON MEDIA, CARD INDUSTRY DIRECTORY 42 (2003).
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ogy as the engine for establishing and building customer relationships
without ever physically meeting its customers. By using direct mail,
telephone and, most recently, Internet contacts, the company has
reached out to new prospects throughout the population, regardless
of where they live, with offers tailored to their individual interests.

Part I of this Article discusses how MBNA currently uses per-
sonal information to bring products and services to existing customers
and new prospects. Part II examines the opt-in versus opt-out debate,
and the practical experience of U.S. companies with opt-out systems,
in greater detail. Against this backdrop, in Part III, we examine the
implications of opt-in rules that would restrict the flow of personal in-
formation into MBNA from external sources, and within MBNA
through artificial barriers to sharing across affiliates. Through a series
of specific examples we illustrate how opt-in laws neutralize many of
the productivity gains generated by advances in information technol-
ogy. These examples are cast specifically in terms of MBNA'’s prod-
ucts, services and customers, but most are also typical of the opera-
tions of the top ten credit card issuers who collectively held over 80
percent of the $605 billion in bank credit card receivables outstanding
in the United States as of the end of 2001." Consequently, the lessons
learned from examining the impact of opt-in on MBNA can be gen-
eralized across the credit card and financial services industries, and,
more generally, to any business that substitutes information for physi-
cal contact in developing a customer base.

I. THE MBNA EXPERIENCE

A. Free-Flowing Information Transformed the Credit Card Industry

The credit card industry provides a compelling example of the
power of information-sharing to transform a market, expand con-
sumer choice, enhance service, and lower prices. MBNA was one of
the leading players contributing to that transformation. Through the
late 1970s, the majority of credit cards were provided to consumers
through their local financial institutions. Choice was limited to issuers
who happened to offer a card product through a local bank or other
financial institution. Customers in smaller towns had fewer choices
than residents of large cities. Local institutions faced little competi-
tion from financial institutions from other states or regions, and so

16. Id. at17.
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had little incentive to offer new card products, new services or lower
prices.”

All of this began to change in the early 1980s. A key Supreme
Court decision in 1978 gave national banks the ability to launch na-
tional credit card marketing programs at far lower cost than before."
The ability to acquire information about potential cardholders—irre-
spective of location—made it possible for companies to enter new
geographic markets, often with astounding speed.” Both the estab-
lished full-service banks with credit card programs, such as Citibank,
Bank of America, First Chicago, Chase, and upstart, branchless,
“monoline” entrants, like MBNA, Providian, First USA, and, later,
Capital One, began national marketing campaigns.” These issuers
used credit reports and other externally acquired information to iden-
tify and target low-risk borrowers for their low-rate cards throughout
the United States.

Beginning in the mid-1980s, retailers and manufacturers, such as
Sears (Discover card), General Motors, AT&T, and General Electric
also began introducing their own “co-branded” bank credit cards as
unique alternatives to the traditional Visa and MasterCard products
being offered by banks.” These entrants combined data about existing
customers of their corporate affiliates with information from credit
reports and other external sources to identify and reach likely pros-

17. For further discussion of competitive conditions in credit card markets, see
CHRISTOPHER R. KNITTEL & VICTOR STANGO, PRICE CEILINGS AS FOCAL POINTS FOR TACIT
COLLUSION: EVIDENCE FROM CREDIT CARDS (Fed. Reserve Bank of Chi. Working Paper No.
WP2001-12, 2001).

18. See Marquette Nat’l Bank of Minneapolis v. First of Omaha Serv. Corp., 439 U.S. 299,
310 (1978) (holding that the solicitation and extension of credit to residents of a foreign State
does not change the State in which the bank is “located” under Section 85 of the National
Banking Act of 1864). '

19. Following its introduction in 1992, the General Motors MasterCard established two
million accounts and more than $500 million of balances in its first sixty days, making it the most
successful credit card launch in U.S. history. The GM card rollout eclipsed the record set previ-
ously by the AT&T Universal card, which had opened one million accounts seventy-eight days
after its launch in 1990. As further evidence that the GM card reached its targeted audience, the
company reported that its cardholders were using the GM card 12 times per month, versus an
industry average of 3.5 times monthly, and the average purchase was $112, versus an industry
average of $58. Martin Dickson, Record Take-up for GM Card, FIN. TIMES (London), Nov. 17,
1992, at 26.

20. John M. Barron & Michael E. Staten, The Value of Comprehensive Credit Reports: Les-
sons from the U.S. Experience, in CREDIT REPORTING SYSTEMS AND THE INTERNATIONAL
EcoNOMY (Margaret Miller ed., forthcoming 2003) (on file with the Duke Law Journal).

21. DAVID EVANS & RICHARD SCHMALENSEE, PAYING WITH PLASTIC: THE DIGITAL
REVOLUTION IN BUYING AND BORROWING 74-75 (1999).
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pects. Many of these new products came without an annual fee and
provided cash rebates or free products and services each year de-
pending upon charge volume. Other new versions of the bank credit
card product, including those offered by MBNA, allowed consumers
to demonstrate loyalty to, and generate financial support for, an alma
mater or professional organization by using cards embossed with the
institution’s logo. Thanks to the success of those new market entrants,
cards offering frequent traveler miles, rebates and other consumer
benefits have become commonplace.

The wave of new entrants to the bankcard market put great
downward pressure on the finance charge rate and annual fees
charged by existing issuers. In ways to be described in the following
Sections, accessible third-party data, credit bureau data (authorized
by the Fair Credit Reporting Act), and data about the existing cus-
tomers of corporate affiliates made it possible for new entrants to
identify and target low-risk borrowers for their low-rate cards wher-
ever they were located. Competitors knew no borders. Existing issu-
ers began to lose many of their customers—including their lowest
risk, most profitable ones—to national competitors.” All of this was
possible because information that signaled which consumers had the
potential to become new cardholders negated some of the advantages
of the incumbent issuers.” Information about existing and potential
customers therefore facilitated national competition among card issu-
ers, the entry of new issuers, and the development of new card prod-
ucts and options.

Incumbent issuers were forced to make a choice: either (1) leave
their rate unchanged and risk defection of their best customers to the
new, low-rate entrants, or (2) cut finance charge rates and fees. In late
1991, to slow customer defections, American Express became the first

22. For a description of the attrition pressures that led to rate cuts by incumbent issuers in
response to the wave of new entrants, see Citibank Leads an Exodus from High Interest Rates,
CREDIT CARD NEWS, May 1, 1992, 1992 WL 2711864; David B. Hilder & Peter Pae, Rivalry
Rages Among Big Credit Cards, WALL ST. I., May 3, 1991, at B1; Peter Pae, Credit Cards: Suc-
cess of AT&T’s Universal Card Puts Pressure on Big Banks to Reduce Rates, WALL ST. J., Feb.
4,1992, at B1; Leah Nathans Spiro, How AT&T Skimmed the Cream Off the Credit-Card Mar-
ket, BUS. WK., Dec. 16, 1991, at 104; A. Charlene Sullivan, The Push for Tiered-Rate Cards,
CREDIT CARD MANAGEMENT, Oct. 1990, at 81.

23. For general discussions about the impact on competition and pricing of new entrants
into the credit card business, see generally Dennis W. Carlton & Alan S. Frankel, Antitrust and
Payment Technologies, REVIEW (Fed. Reserve Bank of St. Louis), Nov./Dec. 1995, at 41;
Dennis W. Carlton & Alan S. Frankel, The Antitrust Economics of Credit Card Networks, 63
ANTITRUST L.J. 643 (1995).






